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1) Dr. Paul A. Watters, Dr. Shruti Mantri, Dr. Manish Gangwar, The Piracy-Malware Nexus in India: A
Perceptions and Experience and Empirical Analysis, Institute of Data Science (2024)

2) Karuna Sharma, Indian OTTs might lose $3 bn to piracy this year as leaked content sites see 62 mn footfalls, 05.31.2022,
https://www.businessinsider.in/tech/enterprise/news/disney-star-is-the-latest-victim—of-online—piracy-which-is—expected-to
—touch—-3-billion-this—year-in—india/articleshow/91912088.cms
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3) Dr. Paul A. Watters, Dr. Shruti Mantri, Dr. Manish Gangwar, The Piracy-Malware Nexus in India: A
Perceptions and Experience and Empirical Analysis, Institute of Data Science (2024)
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Do you know if anyone who has experienced a malware attack or a computer/
device malfunction that you think could have been caused by malware?
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[ 1] 28 ATEO0 ZHE =0 A= &S (Activities with malware risk)
£X: Watters, Paul and Mantri, Shruti and Gangwar, Manish, The Piracy-Malware Nexus
in India: A Perceptions and Experience and Empirical Analysis (March 20, 2024), 63p
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Age Group
g L] Mysealf 20 16
2 *s' < A family member 18 12
2 E 2 | Amember of my household 11 g
gé i 29 34
= .EE An office colleague 17 18
g 8 5- Others 7 9
% g Hone 42 38
o Unwaighted N 223 262 215 241




Age Group

i e 5 18-24 M 35-44 45-54 55+ All
§§§§E & - vary likely 28 33 36 38 35
E’m%% 4 22 22 20 20 26 21
ggﬁa‘ﬂ 3 . 23 21 21 23 23
E; g gg 2 8 7 7 7 5 7
3§‘E‘§§ 1 = vary unlikely 14 15 15 13 T 14
28 g # g Mat likely 50 55 57 58 B4 56

-

E 335 5 Net unlikely 23 23 22 20 13 21
a Unweighted N 223 262 215 241 96 1,037

[ 2] 28 =X AIOIE WEL 2 ATEQQ 7t A
(Relationship between malware and access to pirated content)
=X The Piracy-Malware Nexus in India: A Perceptions and Experience and Empirical Analysis, 62p
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Virus Total2 AtESH AZAHF A, 150742 FAIO|E URLO| Virus Totaldf RZE
E|QL, O] S8t ZUE Zt AO|ENAM EBIX|E ZE AO|H @48 ot Hd H
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Best Case([1&4] &1)Z LI+0 =S5tXLC
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2HH, Hlw HEHQ &gt YAOIENAM HEE HE2 0.0622 1R IRUAL.

Table 1 = Worst Case Scenario — Average Likelihood of All Cyber Threats

Category N Detections Likelihood
Top 30 Piracy 30 30 1.6

Top 30 Scam 30 54 1.8
Mid-range Piracy 30 29 0.96
Mid-range Scam 30 3z 1.06
Control 30 2 0.06

(13 3] 2= AMO|H &9 A 7tsM(Average Likelihood of All Cyber Threats)
£X: The Piracy-Malware Nexus in India: A Perceptions and Experience and Empirical Analysis, 33p

Best Casel| 0= HAl &% 30748 =¥ =X AO|ELL &% 30702 AR7| ALO]
EWM oty ATEQ0{0f H#E= =50 212 0.7 1.032=2 &4 HEEYE, S A2
of =¥ SH AOIERt ALZ| AOIEOIMS] &#F =& HA[ 242t 0.71F 0.82 =A| LIEL

4) 047|M AtO|H Q8o Q&2 bIl(malicious, malware, suspicious, phishing and spam)2 TEE|0{ QALY
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Table 2 - Best Case Scenario - Average Likelihood of Any Cyber Thraat

Category N Detections Likelihood
Top 30 Piracy 30 21 0.7

Top 30 Scam a0 31 1.03
Mid-range Piracy 30 21 0.7
Mid-range Scam 30 24 0.8

Control 30 2 0.06

[ 4] 708 AO|H &l T 7HsM(Average Likelihood of Any Cyber Threats)
£X: The Piracy—-Malware Nexus in India: A Perceptions and Experience and Empirical Analysis, 33p
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Table 3 -Relative Risk Calculations

Category Worst Case  Best Case
_Tup 30 Pirac*_,{ 15 10.5

Top 30 Scam 27 15.5
Mid-range Piracy  14.5 10.5
Mid-ran g.e Scam 16 g8

[O2 b] MOA & AAH(Relative Risk Calculations)
EX: The Piracy-Malware Nexus in India: A Perceptions
and Experience and Empirical Analysis, 33p
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